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Preface

Visa and MasterCard have jointly developed the SET Secure Electronic Transaction
protocol as a method to secure payment card transactions over open networks. SET has
been published as an open specification for the industry. The specification is available to be
applied to any payment service and may be used by software vendors to develop
applications.

Several issues outside the scope of the protocol exist in developing interoperable SET
implementations. This document addresses those issues and provides a way for all
SET-enabled applications to interoperate at more than just the SET message level.

This document is not a part of the SET specification, but is provided to assist vendors in
developing interoperable applications. A given SET implementation may choose to ignore
this document altogether or to implement only a subset of the protocols described, but once
a vendor has decided to use this document for a given protocol, the processing steps for that
protocol are requirements.

This document is intended for readers who are familiar with the SET Specification, in
particular Book 2: Programmer’s Guide and Book 3: Formal Protocol Definition.

Continued on next page
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Preface, continued
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Part |
Introduction

Overview

SET Secure SET Secure Electronic Transaction is a payment protocol. Its scope is therefore explicitly

Electronic restricted to the core payment transaction (payment request or payment-related

Transaction registration). However, SET has been designed with the larger electronic commerce picture
in mind. Eventually, there will be consumer-to-merchant protocols that support shopping,
negotiation, and payment selection. Rather than try to provide these functions internally,
SET is designed to interoperate with other protocols that provide this functionality.

Document Pending the availability of generalized e-commerce protocols, this document specifies the

Purpose external interfaces that SET-enabled applications must implement in order to interoperate.
A given SET implementation may choose to ignore this document altogether or to
implement only a subset of the protocols described, but once a vendor has decided to use
this document for a given protocol, the processing steps for that protocol are requirements.

Living This document is a “living” document. As more SET-enabled software is developed and

document interoperability testing is performed, this document will be revised to accommodate any
required changes.

Assumption It is assumed that the reader is familiar with the SET Specification, in particular Book 2:

Programmer’s Guide and Book 3: Formal Protocol Definition. Terms defined in those books
are not generally defined in this document.

Continued on next page
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Overview, continued

Organization This document includes the following parts:
Part Purpose Page¢

Part I: Introduction Discusses the purpose of this document, notation and 1
terminology used, and issues related to SET initiatign.

Part Il: SET Initiation | Discusses the general structure of SET initiation 7

Messages messages, then the specific messages, including the
initiation response message.

Part Ill: Transport Describes the methods to be used when transporting 52

Mechanisms SET messages via HTTP, SMTP, and TCP.

Appendix A: An MIME (Multipurpose Internet Mail Extensions) is used 98

Overview of MIME for the SET initiation messages described in Part Il and

in the transport mechanisms described in Part III.

D

For the reader’s convenience, Appendix A provides
brief overview of MIME. If you are not familiar with

MIME, please read Appendix A before you read the [rest
of this document.

Appendix B: World The mechanism described in this document supports 104
Wide Web Operation | initiation of SET transactions over the World Wide
Web using HTTP.

Appendix B discusses issues related to Web operatipn
and provides a brief overview of user interaction on the
Web.
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Notation and Terminology

Notation This document includes the following notation.

O | CRLF (US-ASCII 0x0D 0x0A)

Table 1: Notation

Terms This document uses the following terms.

CA Certificate Authority

HTTP HyperText Transfer Protocol, defined in RFC 1945

IANA Internet Assigned Numbers Authority

IP Internet Protocol

IPSEC IP Security protocol

MIME Multipurpose Internet Mail Extensions, defined in
RFCs 2045-2049

oD Order Description, the description of what the Cardholder |s
ordering (as described in SET Book 2: Programmer’s Guide)

SSL Secure Sockets Layer

SMTP Simple Mail Transfer Protocol, defined in RFC 821

TCP Transport Control Protocol

US-ASCII The US ASCII character set, defined in ANSI X3.4: 1986

Table 2: Terms
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SET Initiation

SET does not SET does not specify how a SET transaction is initiated. The introduction of other
specify electronic commerce protocols will likely have the effect of interposing other applications
Initiation between SET applications.

For example, users may shop using a shopping protocol and application that allows them to
accumulate the OD on their local machine. Upon completing their shopping, they may
negotiate the price or the payment method with the merchant via a payment selection
protocol and application. In this scenario, the SET application would be invoked by some
later application, which would pass it the necessary initiating purchase information.

Lack of As of this publication, shopping and payment selection protocols have not been defined. In
supporting their absence, this document specifies a mechanism that provides SET Cardholder
protocols implementations with a common, interoperable methodology and allows them to work with

currently available shopping mechanisms (such as World Wide Web dialogues).

This mechanism can also provide interoperability between other SET entities.
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SET Initiation Issues

Overview

Order
Description

Order
Description
format

Initiation
responses

The following issues must be addressed in initiating the SET protocol:

» Order Description (OD)
* Initiation responses

* Language

* Character set
 Confidentiality

SET is designed to transport financial data; it explicitly does not communicate other
information such as the OD. The exchange of such information falls within the scope of
other electronic commerce protocols (such as shopping protocols). SET defers the
communication of shopping-related information to such protocols.

However, in order to initiate a SET payment, the Merchant and Cardholder must agree on
the OD and the amount of the purchase. This data must be available to the SET application.
At present, there is neither a standardized mechanism for accumulating the OD at the
Cardholder nor one for transmitting the OD and purchase amount from the Merchant to the
Cardholder.

Eventually, shopping applications and protocols may exist that allow the Cardholder to
accumulate ODs on their local machine over the course of a shopping session or that allow
them to exchange this information with the Merchant securely and confidentially. Until
these electronic commerce protocols and applications become available, Merchants should
coordinate purchase information with the Cardholder by sending it to the Cardholder in the
“SET initiation” message described in Part Il on page 7.

SET applications should display the OD and amount to the user so that the user may verify
them before committing to the payment.

SET requires that all Cardholder and Merchant implementations support the OD in
“text/plain” format. By mutual agreement, implementations can support alternate formats.
Cardholder and Merchant implementations may use the initiation response mechanism to
coordinate their choice of OD format.

When an implementation receives a SET initiation message, it normally sends a SET
message such &nitReq in response. In some situations, the responding application (the
responder) must exchange additional data with the application that sent the initiation
message (the initiator) before actually generating the first SET message. Instead of sending
a SET message, the responder may optionally send an initiation response message as
described on page 45. Upon receiving the initiation response message, the initiator may
choose to send another SET initiation message based on the data received from the
responder. Another message may be warranted if, for example, the response indicated that
an alternate character set should be used. This flow is illustrated in Figure 5 on page 45.

Continued on next page
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SET Initiation Issues, continued

Language

Character set

Confidentiality

The OD and other fields (such as extensions) may be expressed in a specific language. SET
implementations display but do not interpret these text fields and are thus insensitive to the
language.

Support for choosing a language is included for the convenience of the user, so that
initiation information may be displayed intelligibly.

There are two primary character sets for use in initiation fields.

Common name(s) MIME name Comments

ASCII us-ascii All SET implementations must support the
US-ASCII character set as a basis for
interoperability.

ISO 10646 is0-10646-ucs-2 | SET also permits the use of the ISO 10646
Basic Multilingual Plane (Basic Multilingual Plane) character set for
BMPString initiation fields. When appearing in an
Unicode initiation message field, these characters
use the RFC 204&ncoded-word
mechanism.

Table 3: Character Sets

Additional character sets may used. In particular, the Cardholder and Merchant software
may choose an alternate character set for the order description. Implementations may use
the initiation response mechanism to synchronize their choice of character sets.

The payment initiation mechanism does not provide confidentiality for payment parameters
such as price and OD. The confidentiality of this information is beyond SET’s scope, which
is explicitly limited to payment data. Confidentiality should be achieved by appropriate use
of channel encryption mechanisms such as SSL or IPSEC.
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Part Il
SET Initiation Messages
Overview
Purpose Part Il describes SET initiation and initiation response messages.
Organization Part Il includes the following topics:
Chapter Topic Page
1 SET Initiation Message | Discusses the general structure of 8
Structure the SET initiation message.
2 Registration Initiation | Describes the SET registration 21
Messages initiation message that triggers the
SET protocol.
3 Payment Initiation Describes the SET payment 32
Messages initiation message that triggers the
SET protocol.
4 Initiation Response Describes an optional message thata 45
Message SET entity can send in response to a

registration or payment initiation
message.
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Chapter 1
SET Initiation Message Structure
Overview
Types of The following SET initiation messages are defined:
initiation
messages
Registration-Initiation initiates a registration transaction
Registration-Inquiry-Initiation initiates an inquiry about a registration transaction
Payment-Initiation initiates a payment transaction
Payment-Inquiry-Initiation initiates an inquiry about a payment transaction
(An initiation response message is also defined, and is described on page 45.)
SET initiation Each SET initiation message, as well as the initiation response message, is defined as a
message well-formed MIME message (for details about MIME, see Appendix A on page 98).
structure

Reminder: If you are not familiar with MIME, please read Appendix A before you read the
rest of this chapter.

Continued on next page
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Overview, continued

Initiation
message
header

Display of
non-ASCI|
characters

Initiation
message body

The initiation message header includes a number of special SET-defined fields described
below. The US-ASCII character set is normally used for these fields, but the field bodies
may also be expressed in the ISO 10646 character set via the RFén2odiéd-word
mechanism.

Fields that do not apply in the electronic mail context are noted.

It is expected that values for SET fields that are not present in the initiation message will be
obtained through other means, such as requesting the user to enter the information or by
obtaining the information from the local disk.

An unrecognized initiation header field should be ignored.

A SET implementation that cannot display all ISO 10646 characters in a message should
substitute characters from the available character set(s) according to local custom, such as:

« replace the characters with question marks (or some other arbitrary character);
« display the hexadecimal representation; or
« display the ASCII character corresponding to the low-order seven bits.

Since any choice made will result in the display of useless nonsense to the average user,
SET implementations should avoid sending characters that do not correspond to a
negotiated character set.

Only the payment request initiation message contains a message body (the OD). The
message body is omitted for all other initiation messages. When the OD is present, its format
and character set are indicated by the initiation megSageent -Type header.

Continued on next page
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Overview, continued

Additional The transport mechanisms described in Part Ill (page 52) may add additional message
message wrappings to the initiation messages. For example, HTTP (page 54) uses a header similar to
wrappings a MIME header. When the transport mechanism adds a header (or wrapper), the header (or

wrapper) may contain header fields with the same name as those in the initiation message,
such agContent-Type andContent-Length .

Figure 1 shows an example of a payment initiation message with such header fields.

HTTP Content-Type Field. This is the

— HTTP/1.0 200 OK %En/ type of the HTTP body.
Content-Type: applieation/set-payment-initiation ad
gontent-Length: 666 \Q‘\ HTTP Content-Length Field. This is

—— — MIME-Version: 1.0 . the length of the HTTP body.

HTTP
Header

Content-Type: tex i ad
Content-Length: GM MIME Content-Type Field. This is the
Content-Transfer-Encodingbi O |type of the MIME body.
SET-Initiation-Type: Payment
® ° _ SET-Version: 1.0 0 MIME Content-Length Field. This is
= g z SET-PurchAmt: 840 250 -2 O the length of the MIME body.
é < - é f < SET-LID-M: A53F49 O
o E s = SET-SET-URL: http://www.merchant.com/cgi-bin/doset.exe ad
= o < = < = SET-Query-URL: http://www.merchant.com/cgi-bin/pay-query.exe ad
= B SET-Success-URL: http://www.merchant.com/pay-completion.html ad
- = SET-Failure-URL: http://www.merchant.com/pay-failure.html ad
E SET-Cancel-URL: http://www.merchant.com/cancel-order.html O
& SET-Brand: brandl <http://www.brand1.com/logo.gif> ad
\_ SET-Brand: brand2 <http://www.brand2.com/logo.gif> O

Blank line separating Header and Body.

MIME
Body

O
O
O
Order
Description

1 jar of peanut butter

1 jar of grape jelly
 \_\ 1 loaf of white bread
Figure 1: Additional Wrapping of Initiation Message

Content-Type Note whichContent-Type andContent-Length fields refer to which body. The “outer”
and header (the HTTP header) is processed by the transport layer, which passes the “outer
Content-Length  pody (the HTTP body) on to the SET Initiation Processing layer. This “outer” body is the
fields SET Initiation message, which itself consists of a MIME header and a MIME body.
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Initiation Message Header Field Types

Globally The following data types are defined for the values of initiation header fields. The values
defined data are always represented using US-ASCII characters. It may be necessary to convert the data
types before using it for other purposes.
date A numeric string formatted as YYYYMMDD.
medianame A media name that conforms to the requirements of RFC 2045. It fis of
the formattype*/” subtypesuch agext/plain The text is not case
sensitive.
name A name that conforms to the requirements of RFC 822. The text i$
not case sensitive.
language A language name that corresponds to the requirements of RFC 1766.
This is normally a 2-letter ISO 639 language code. The text is not|case
sensitive.
country A country name that corresponds to the requirements of RFC 1766.
This is normally a 2-letter ISO 3166 country code. The text is not ¢ase
sensitive.
number A string of digits representing 0 or a positive decimal value.
octetstring A string consisting of the hexadecimal digits 0123456789ABCDER. A

pair of digits correspond to one octet. The string must contain an even
number of hexadecimal digits. Octets may be separated by spaces;
that is, 00 01 is equivalent to 0001. The text is case sensitive; only
upper case characters are permitted.

text A case-sensitive string of characters, normally in US-ASCII. The
RFC 2047encoded-wordnechanism can be used for other character
sets.

For example, the 1SO 10646 string for the Japanese characters
B &« T o= b could be represented as
=?is0-10646-ucs-2?Q?=30=D3=30=C3=30=B0=30=FB
=30=C7=30=D1=30=FC=30=C8~.

url A Uniform Resource Locator as defined in RFC 1738. The host ngme
part of theurl is not case sensitive; the path part is case sensitive.

Table 4: Globally-defined Data Types

Continued on next page
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Initiation Message Header Field Types, continued

ASN.1 data
types

The following additional data types are defined to correspond to types used in ASN.1.

BOOLEAN “TRUE” or “FALSE”. The text is case sensitive; only upper case
characters are permitted.
BrandID A textstring that is optionally followed by @l enclosed with “<” and
“>", The textstring consists of a brand identifier and an optional
product type. Therl is the source for the logo associated with the
brand. The full definition is:
brandld[:product] [ “<murl >
brandldandproductare case sensitive.
url is as defined in Table 4 on page 11.
Currency A list of three integers separated by spaces that correspond to cufrency
Amount code, amount, and exponent.
For example, the value US$2.50 would be represented as 840 250 -2.
OBJECT- A series ofnumbersseparated by spaces.
IDENTIFIER

Table 5: ASN.1 Data Types
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Common Initiation Header Fields

Common fields Header fields that are common to multiple initiation messages are described below.
Additional details about the usage of these fields are provided in the description of each
message.

The following header fields are discussed:

* MIME-Version

* SET-Initiation-Type

* SET-Version

* Content-Language

« Uniform Resource Locators
 SET-Brand

» Echo fields

» Extensions

MIME-Version must be the first header field. The other header fields may occur in any
order.

MIME-Version All initiation messages must have the following MIME version header:
MIME-Version: 1.0

Continued on next page
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Common Initiation Header Fields, continued

SET-Initiation- All initiation messages must have this field, which indicates the type of initiation message.
Type The field is of typename The following message types, which are defined in the chapters
that follow, are defined:
CCA, MCA, Payment Merchant Cardholder
PCA Gateway
INITIATION MESSAGES
Registration-Initiation send receive receive receive
Registration-Inquiry-Initiation send receive receive receive
Payment-Initiation send receive
Payment-Inquiry-Initiation send receive
INITIATION RESPONSEMESSAGES
Registration-Initiation-Response receive send send send
Registration-Inquiry-Initiation-Response receive send send send
Payment-Initiation-Response receive send
Payment-Inquiry-Initiation-Response receive send

Required action; this entity must be able to perform this action.
Optional action; this entity may be able perform this action, but is not required to do so.

Table 6: Initiation Message Support Requirements

Continued on next page
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Common Initiation Header Fields, continued

SET-Version

Content-
Language

This field is a list of version numbers separated by spaces. The list indicates the versions of
SET messages supported by the system sending the message. Version numbers are
expressed as:

version “. "revision

whereversionis a number matching a major SET version, @vikionis a number
matching a minor SET revision. For example, “1.0” identifies the initial release of SET
version 1 (with no revisions).

This field specifies the language used in the message. The language name may be useful in
formatting non-ASCII characters contained either in header fields, the OD, or extensions.
TheContent-Language is specified in RFC 1766, “Tags for the Identification of
Languages.” Only one language should be specified. The format is:

language[ “- ”country]
For example, to specify that the initiation message is expressed in Japanese:
Content-Language: ja

If unspecified,Content-Language is unknown; the SET application should format text
according to the conventions of the user’s native language.

Continued on next page
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Common Initiation Header Fields,

Uniform
Resource
Locators

continued

Each initiation message will include one or more URLSs that correspond to actions that the

application may take in response to conditions that arise while processing the message. The

following fields, which are of typarl, must be supported by all applications which receive
initiation messages. Additional URLs may be defined to support special processing.

Field name: Indicates the address to which Required or optional?
the recipient should send:
SET-SET-URL a SET request message that Required ifSET-Response -URL is

corresponds to the initiation
message. (Alternatively, a SET
initiation response message may
be sent tSET-Response-URL .)

omitted. If this field is omitted, the
application should send a SET initiation
response message to the
SET-Response-URL .

SET-Response-
URL

a SET initiation response messag
as an alternative to sending a SE
request message to the
SET-SET-URL.

eRequired ifSET-SET-URL is omitted. If

Tthis field is omitted, a SET initiation

response message may not be sent.

SET-Query-URL

any subsequent SET inquiry
request message.

Optional. If this field is omitted, the
application should send the inquiry
message to thBET-SET-URL.

SET-Success-
URL

a standard HTTP request upon
successful completion of the
processing of the current exchan
of SET messages.

Required.

je

pSt

SET-Failure- a standard HTTP request upon | Optional. If this field is omitted, the
URL communications failure or application should send the HTTP requ
time-out that occurs before the | to SET-Success-URL instead.
final SET message in the current
SET message exchange.
SET-Cancel- a standard HTTP request if the | Optional. If this field is omitted, the
URL user indicates that the action application should send the HTTP requ

corresponding the initiation
message should be canceled.

to SET-Success-URL instead.

pSt

SET-Diagnostic-
URL

a SETError message according toOptional. If this field is omitted, the

the diagnostic log mechanism (se
page 62).

eapplication should send tl&ror
message to thBET-SET-URL. (Refer to
SET Book 2: Programmer’s Guide for
restrictions on the frequency of such
Error messages.)

SET-Service-
URL

a standard HTTP request if the
user needs customer service.

Required for Payment-Initiation and
Payment-Inquiry-Initiation messages.

Table 7: Uniform Resource Locators (URLS)

Continued on next pa

ge
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Common Initiation Header Fields, continued

Combinations The presence or absenceSET-SET-URL andSET-Response-URL indicates whether

of the sender permits or demands a SET initiation response message:
SET-SET-URL
and SET-
Response-URL

If and Then:

SET-SET-URL | SET-Response-URL
is: is:
present absent The sender cannot process a SET initjation

response message, and the recipient muist
not send one.

present present The sender can accept either a SET request
message or a SET initiation response
message.

absent present The sender demands that the recipient send

a SET initiation response message. For
interoperability reasons, this demand

should only be made when the sender i
sure that the recipient can provide an

initiation response (for example, as a result
of receiving an initiation response message
during a previous interaction).

absent absent This combination is not valid.

Table 8: Combinations of SET-SET-URL and SET-Response-URL

Repeated URL The URL fields may be repeated with different values. If so, the different values are
fields regarded as alternatives, which the recipient software may choose between as desired. The
order of such alternatives does not imply an order of preference.

For example, a Merchant that supports SET through HTTP and SSL could specify:

SET-SET-URL: http://www.merchant.com/payment ad
SET-SET-URL: https://www.merchant.com/payment d

Continued on next page
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Common Initiation Header Fields, continued

SET-Brand

Echo fields

This field of typeBrandID indicates a payment card brand that a Merchant or CA supports.
This field may be repeated if multiple brands are supported. If so, the different values are
regarded as alternatives, which the recipient software may choose between as desired. The
order of such alternatives does not imply an order of preference.

Initiation messages and their responses support state information that is used by the system
generating the message to identify the transaction. Either system involved in the transaction
may include state information that the other system must repeat in any subsequent initiation
message or response. These fields are oftepyie

SET-Echo-In-Response This field may optionally be included in an initiation
message. If the field is present, the recipient must copy|it to
any initiation response message generated.

SET-Echo-In-Request This field may optionally be included in an initiation
response message. If the field is present, the recipient must
copy it to the initiation message generated immediately
after the initiation response message.

Table 9: Echo Fields

Continued on next page
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Common Initiation Header Fields, continued

Extensions

Initiation messages may describe SET message extensions that apply to the processing of
the message. A field that contains information about an extension has a name consisting of
the following components:

* the prefixSET-Ext-

« one of the strings defined in Table 10 indicating which information about the extension is
provided in the field,

« a name (unique for all extensions within a message) that is used to label related extension
fields, and

« (for SET-Ext-Data-... only) an optional label preceded by a hyphen.

Implementations that support message extensions must also support these header fields.

Name Description
OID- This prefix designates a field of ty@BJECT-IDENTIFIERhat
uniquely identifies the content of the message extension.
Mandatory- This prefix designates a field of tyB®©OLEANthat indicates whethef

the receiving application must include the extension in the
corresponding SET message. The default value of this field is FALSE.
If this field is TRUE:

« the originating SET application must incluBET-Response-URL
in the initiation message; and

« if the receiving application does not recognize the extension, it must
send a response message with the appropriate status code.

Data- This prefix designates a field that contains some information about the
value of the extension (or of a data element within the extension). [The
format of the field is defined for each message extension. The fieldls
may use the optional label component of the field name described
above. The label for each header field and their correspondence tp the

ASN.1 elements in the message extension are defined for each message
extension.

Table 10: Extension Field Names

Continued on next page
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Common Initiation Header Fields, continued

Extension As an example, a SET message extension called “promotional card name” might be defined
example as follows:

promotionalCardName EXTENSION ::={
SYNTAX PromotionalCardName
IDENTIFIED BY { id-set-msgExt 0 }

}

PromotionalCardName ::= DirectoryString { 256 }

Then by abbreviating the name to “pcn”, the following extension header fields might be
used:

SET-Ext-OID-pcn: 2234210 a
SET-Ext-Mandatory-pcn: FALSE ad
SET-Ext-Data-pcn: premium ad

Extension If the value of the extension is not defined in the initiation message (that is, if

value SET-Ext-Data-... is omitted), and the application supports the extension, it should
determine the appropriate value to put into the SET message. In the example above, for
instance, if the object identifier for the promotional card name extension is specified, the
application should copy the promotional card name from the Cardholder certificate into the
message extension.
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Cardholder Registration

Initiation and
registration

registration.
flow

Figure 2 illustrates the usage of SET initiation messages and SET messages for Cardholder

Cardholder CCA
— Registration-Initiation
<
SET < Registration-Initiation-Res ponse .
Initiation Optional,
Registration-Initiation may be
< repeated
¥ .
— CardClnitRe q
4
CardClInitRes
<
RegFormReq
4
SET < RegFormRes
<
CertReq
4
CertRes
/—< Registration-In quiry-Initiation —
SET < Registration-In quiry-Initiation-Res ponse .
Initiation Optional,
Registration-In quiry-Initiation may be Optional,
< repeated may be
~— d
CertingReq repeate
|
SET CertingRes
< _J

Figure 2: Cardholder Registration

Continued on next page
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Cardholder Registration, continued

Initiation
messages

Cardholder
registration
messages

Cardholder
registration
inquiry
messages

For more detail

In Figure 2, two (or more) Initiation messages are sent from the Cardholder Certificate
Authority (CCA) to the Cardholder. These messages might be sent, for example, by a CCA
Web server in response to a user’s explicit request during an interactive Web session (such
as by clicking a “Register” or “Inquiry” button on a Web page).

The Registration-Initiation message triggers the Cardholder application, which initiates the
registration transaction by sendin@€ardCInitReq message to the CCA. Processing
continues through th€ertRes.

The Registration-Inquiry-Initiation message triggers the Cardholder application, which
initiates a registration inquiry by sendingartingReq to the CCA.

A more detailed discussion of SET registration flows may be found in Part 1l of SET Book
2: Programmer’s Guide.
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Merchant and Payment Gateway Registration

Initiation and Figure 3 illustrates the usage of SET initiation messages and SET messages for Merchant
registration and Payment Gateway registration.
flow
Merchant
erchant/ MCA/
Payment
PCA
Gateway
— Registration-Initiation
<
SET < Registration-Initiation-Res ponse > .
Initiation Optional,
Registration-Initiation may be
< repeated
-
— Me-AqClnitRe q
|
Me-AqClnitRes
<
SET < CertReq
|
CertRes
/—< Registration-In quiry-Initiation —
SET < Registration-In quiry-Initiation-Res ponse > .
Initiation Optional,
Registration-In quiry-Initiation may be Optional,
< repeated may be
~— d
CertingReq repeate
|
SET CertingRes
< _J

Figure 3: Merchant/Payment Gateway Registration

Continued on next page
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Merchant and Payment Gateway Registration,

Initiation
messages

Merchant/
Payment
Gateway
registration
messages

Merchant/
Payment
Gateway
registration
inquiry
messages

For more detail

continued

In Figure 3, two (or more) initiation messages are sent from the Merchant/Payment
Gateway Certificate Authority (MCA/PCA) to the Merchant/Payment Gateway. These
messages might be sent, for example, by a MCA/PCA Web server in response to a
Merchant/Payment Gateway’s explicit request during an interactive Web session (such as
by clicking a “Register” or “Inquiry” button on a Web page).

The Registration-Initiation message triggers the Merchant/Payment Gateway application,
which initiates the registration transaction by sendiMgaAqCInitReq message to the
MCA/PCA. Processing continues through @ertRes.

The Registration-Inquiry-Initiation message triggers the Merchant/Payment Gateway
application, which initiates a registration inquiry by sendi@eéingReq to the
MCA/PCA.

A more detailed discussion of SET registration flows may be found in Part 1l of SET Book
2: Programmer’s Guide.
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Registration-Initiation Message Header

Header fields The Registration-Initiation header consists of a subset of the common header fields defined
on page 13. The following table lists the allowable fields in a Registration-Initiation:

Field Name Required Field Value
MIME-Version Yes. “1.0”
SET-Initiation-Type Yes. “Registration-

Initiation”

SET-SET-URL Only if SET-Response-URL is Determined by the CA

omitted.
SET-Response-URL Only if SET-SET-URL is omitted. | Determined by the CA.
SET-Query-URL No. Determined by the CA
SET-Success-URL Yes. Determined by the CA|{
SET-Failure-URL No. Determined by the CA
SET-Cancel-URL No. Determined by the CA
SET-Diagnostic-URL No. Determined by the CA
SET-Service-URL No. Determined by the CA
SET-Version Yes. Determined by the CA|{
SET-Brand Yes, at least one. Determined by the GA.
SET-Echo-In-Response No. Determined by the CA
SET-Echo-In-Request Only if the previous initiation Determined by the

response message had one, then Cardholder, Merchant,

copied from that message. or Payment Gateway.

Table 11: Registration-Initiation Message Header Fields
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Registration-Initiation Message Body

No body The Registration-Initiation message does not have a message body.
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Sample Registration-Initiation Message

Sample The following is a sample Registration-Initiation message:
message

MIME-Version: 1.0 ad

SET-Initiation-Type: Registration-Initiation ad

SET-SET-URL: http://www.CCA.com/cgi-bin/register.exe d
SET-Query-URL: http://www.CCA.com/cgi-bin/query.exe ad
SET-Success-URL: http://www.CCA.com/register-completion.html d
SET-Failure-URL: http://www.CCA.com/register-failure.html d
SET-Cancel-URL: http://www.CCA.com/cancel-request.html ad
SET-Service-URL: http://www.CCA.com/cust-service.html ad
SET-Version: 1.0 ad

SET-Brand: brandl <http://www.brand1.com/logo/.> d
SET-Brand: brand2 <http://www.brand2.com/logo/> ad

These messages are typically wrapped in a transport protocol such as HTTP or SMTP. The
transport protocol generally adds its own header that is not shown in the sample. See, for
example, page 59.
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Registration-Inquiry-Initiation Message Header

Header fields

SET-LID-CA

The Registration-Inquiry-Initiation header consists of a subset of the common header fields
defined on page 13. The following table lists the allowable fields in a
Registration-Inquiry-Initiation:

Field Name Required Field Value
MIME-Version Yes. “1.0”
SET-Initiation- Yes. “Registration-Inquiry-
Type Initiation”
SET-SET-URL Only if SET-Response-URL is omittedd. Determined by the CA
SET-Response- Only if SET-SET-URL is omitted. Determined by the CA.
URL
SET-Success-URL | Yes. Determined by the CA.
SET-Failure-URL No. Determined by the CA.
SET-Cancel-URL No. Determined by the CA.
SET-Diagnostic- No. Determined by the CA.
URL
SET-Service-URL No. Determined by the CA.
SET-Version Yes. Determined by the CA.
SET-LID-CA No. See below.
SET-Echo-In- No. Determined by the CA.
Response
SET-Echo-In- Only if the previous initiation responseDetermined by the
Request message had one, then copied from fl@2drdholder, Merchant, or

message. Payment Gateway.

Table 12: Registration-Inquiry-Initiation Message Header Fields

This optional field is of typectet-string It specifies the CA'’s label for an ongoing
registration transaction. If provided, this value must be converted to its binary equivalent
and copied into thelD-CA field of theCertingReq .

If this field is not specified, the application is assumed to have obtained the value of
LID-CA through other means. For example, Cardholder software could ask the user to
select the currently outstanding registration that should be the subject of the inquiry.
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Registration-Inquiry-Initiation Message Body

No body The Registration-Inquiry-Initiation message does not have a message body.
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Sample Registration-Inquiry-Initiation Message

Sample The following is a sample Registration-Inquiry-Initiation message:
message

MIME-Version: 1.0 ad

SET-Initiation-Type: Registration-Inquiry-Initiation d
SET-SET-URL: http://www.CCA.com/cgi-bin/query.exe ad
SET-Success-URL: http://www.CCA.com/register-completion.html d
SET-Failure-URL: http://www.CCA.com/register-failure.html d
SET-Cancel-URL: http://www.CCA.com/cancel-request.html ad
SET-Service-URL: http://www.CCA.com/cust-service.html ad
SET-Version: 1.0 ad

SET-LID-CA: 1234 [

These messages are typically wrapped in a transport protocol such as HTTP or SMTP. The
transport protocol generally adds its own header that is not shown in the sample. See, for
example, page 59.
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Cardholder Payment

Initiation and Figure 4 illustrates the usage of SET initiation messages and SET messages for payment
payment flow transactions.
— Payment-Initiation
<
SET < Payment-Initiation-Res ponse > .
Initiation Optional,
Payment-Initiation may be
< repeated
—
PInitRe q
(- >
PInitRes
<
SET < PReq
4
PRes
¥< . g . .
/—4 Payment-In quiry-Initiation —
SET < Payment-In quiry-Initiation-Res ponse > .
Initiation Optional,
Payment-In quiry-Initiation may be Optional,
< repeated may be
N
IngReq repeated
|
SET IngRes
< _J

Figure 4: Cardholder Payment Transaction

Continued on next page
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Cardholder Payment, continued

Initiation
messages

Payment
initiation
messages

Payment
inquiry
initiation
messages

For more detail

In Figure 4, two (or more) initiation messages are sent from the Merchant to the
Cardholder. These messages might be sent, for example, by a merchant Web server in
response to a user’s explicit request during an interactive Web session (such as by clicking
a “Pay” button on a Web page).

The Payment-Initiation message triggers the Cardholder application, which initiates the
payment transaction by sendin@mitReq message to the Merchant. Processing continues
through thePRes.

The Payment-Inquiry-Initiation message triggers the Cardholder application, which initiates
a payment inquiry by sendingPAngReq to the Merchant.

A more detailed discussion of SET payment flows may be found in Part 1l of SET Book 2:
Programmer’s Guide.
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Payment-Initiation Message Header

Header fields

The Payment-Initiation header consists of a subset of the common header fields defined on

page 13, and the additional fiel8&T-PurchAmt , SET-LID-M,
SET-InstallTotalTrans , andSET-Recurring , as well as MIME field€ontent-Type ,
Content-Length , andContent-Transfer-Encoding
allowable fields in a Payment-Initiation:

. The following table lists the

Field Name Required Field Value
MIME-Version Yes. “1.0”
Content-Type Yes. See below.
Content-Length No. The length of the OD. See
below.
Content-Transfer- Yes. “Binary”
Encoding
Content-Language No. Determined by the Merchant.
SET-Initiation-Type Yes. “Payment-Initiation”

SET-SET-URL

Only if SET-Response-
URL is omitted.

Determined by the Merchant.

SET-Response-URL

Only if SET-SET-URL is
omitted.

Determined by the Merchant.

SET-Query-URL No. Determined by the Merchant.
SET-Success-URL Yes. Determined by the Merchant.
SET-Failure-URL No. Determined by the Merchant.
SET-Cancel-URL No. Determined by the Merchant.
SET-Diagnostic-URL No. Determined by the Merchant.
SET-Service-URL Yes. Determined by the Merchant.
SET-Version Yes. Determined by the Merchant.
SET-LID-M No. See below.
SET-PurchAmt Yes. See below.
SET-InstallTotalTrans No. Mutually exclusive See below.
with SET-Recurring.
SET-Recurring No. Mutually exclusive See below.

with SET-
InstallTotalTrans.

Table 13: Payment-Initiation Message Header Fields

Continued on next page
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Payment-Initiation Message Header, continued

Header fields (continued)

Field Name Required Field Value
SET-Brand Yes, at least one. Determined by the
Merchant.
SET-Ext-OID No. Determined by the
Merchant.
SET-Ext-Mandatory No. Determined by the
Merchant.
SET-Ext-Data No. Determined by the

Merchant.

SET-Echo-In-Response | No.

Determined by the
Merchant.

SET-Echo-In-Request Only if the previous initiation
response message had one, t
copied from that message.

Determined by the

T@ardholder.

Table 13: Payment-Initiation Message Header Fieldgontinued

Continued on next page




SET Secure Electronic Transaction External Interface Guide
September 24, 1997 Page 37

Payment-Initiation Message Header, continued

Content-Type

Content-Length

Content-
Transfer-
Encoding

SET-LID-M

SET-PurchAmt

This MIME field specifies the media type and sub-type of the OD in the message body (see
page 39).

All SET applications must support “text/plain”. If tkbarset parameter is omitted for a
text type, the default character set of US-ASCII will be assumed.

This MIME field specifies the number of bytes in the message body, which contains the
OD. The count starts immediately after the empty line (double CRLF) separating the
message header from the message body.

If the Content-Length field is omitted, the order body extends from immediately after the
double CRLF to the end of the connection.

This MIME field specifies the encoding used.

To accommodate the OD, the value of this field mudiibary. If the transport mechanism
does not suppokinary, then the entire payment-initiation message must be encoded (using
base64, for example) before transmission.

This optional field is of typectet-string It contains the Merchant’s label identifying the
transaction. It may be used by the Merchant as an order number to associate the payment
with other information. If provided, this value must be converted to binary form and copied
into theLID-M field of the payment initiation requefIfitReq ) and subsequent payment
messages.

This field is of typeCurrencyAmountlt is expressed in terms of the same three components
(currency amount andamtExplQ used in the SET payment messages. See “Amount
Fields” in SET Book 2: Programmer’s Guide.

Continued on next page
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Payment-Initiation Message Header, continued

SET-Install This field of typenumberis used to authorize payment in installments (when the
TotalTrans Cardholder’s account will be charged multiple times with the total of all these charges
representing the purchase price).

The value specifies the maximum number of permitted authorizations.
This field is mutually exclusive with th8ET-Recurring field.

If the SET-InstallTotalTrans field is specified, th&ET-PurchAmt field specifies the
total amount of all authorized installments.

SET-Recurring This field is used to authorize recurring payments. It is expressed in terms of two
componentsrécurringFrequencyandrecurringExpiry) used in the SET payment messages.
TherecurringFrequencyomponent is of typpumberand therecurringExpirycomponent
is of typedate the components are separated by one or more spaces. See
“InstallRecurData” in SET Book 2: Programmer’s Guide. An exar§fd&-Recurring
field is

SET-Recurring: 31 19960223
The SET-Recurring field is mutually exclusive with th8ET-InstallTotalTrans field.

If the SET-Recurring field is specified, th&ET-PurchAmt field specifies the total
amount of all authorized installments.

SET-Brand This field specifies a card brand accepted by the merchant. It is oBtgpdID. It may be
repeated for each brand that the merchant accepts. The SET application may read the
SET-Brand fields, display to the user the names of cards that match a brand ID on the
brand list, and allow the user to select a card for payment. The application may also display
the brand logo beside or in place of each merchant-accepted card name. Clicking on the
brand logo may be an easier interface for many users.
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Payment-Initiation Message Body

Order
Description

In a Payment-Initiation message, the OD is passed as the body of the message. The OD may
take any format, including plain text and application-specific spreadsheets. The format is
determined by th€ontent-Type field in the message header. All SET implementations

must support “text/plain” in order to provide a least-common-denominator format for
interoperability. Other formats may be supported.

If the OD format is text, the character set may be specified as a parameter to the
Content-Type header, using the format defined in RFC 2045. SET implementations are
required to support US-ASCII for basic interoperability. Support for ISO 10646 and other
character sets is encouraged.

The OD must satisfy MIME requirements. In particular, ODs encoded as text must use
CRLF as the line terminator regardless of native platform conventions. The final line of an
OD encoded as text may be terminated with a CRLF but is not required to be.

SET ensures that the Cardholder and Merchant agree on this OD by including a hash of the
OD in thePReq message. Specifically, all bytes in the initiation message body are hashed,
from the first character after the double CRLF that ends the message header through the end
of the body. If specified, th€ontent-Length field covers exactly the same bytes as are
hashed.
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Sample Payment-Initiation Message

Sample The following is a sample Payment-Initiation message:
message

MIME-Version: 1.0 ad

Content-Type: text/plain ad

Content-Transfer-Encoding: Binary d

SET-Initiation-Type: Payment-Initiation ad

SET-SET-URL: http://www.merchant.com/cgi-bin/doset.exe ad
SET-Query-URL: http://www.merchant.com/cgi-bin/pay-query.exe d
SET-Success-URL: http://www.merchant.com/pay-completion.html d
SET-Failure-URL: http://www.merchant.com/pay-failure.html d
SET-Cancel-URL: http://www.merchant.com/cancel-order.html d
SET-Service-URL: http://www.merchant.com/cust-service.html ad
SET-Version: 1.0 ad

SET-PurchAmt: 840 250 -2 ad

SET-LID-M: A53F49 0O

SET-Brand: brandl <http://www.brand1.com/logo/> ad
SET-Brand: brand2 <http://www.brand2.com/logo/> ad
g

1 jar of peanut butter d

1 jar of grape jelly ad

1 loaf of white bread d

These messages are typically wrapped in a transport protocol such as HTTP or SMTP. The
transport protocol generally adds its own header that is not shown in the sample. See, for
example, page 60.




SET Secure Electronic Transaction External Interface Guide
September 24, 1997 Page 41

Payment-Inquiry-Initiation Message Header

Header fields The Payment-Inquiry-Initiation header consists of a subset of the common header fields
defined on page 13, and the additional fied&sT-LID-M, SET-LID-C, SET-XID, and
SET-PaySysID . The following table lists the allowable fields in a
Payment-Inquiry-Initiation:

Field Name Required Field Value
MIME-Version Yes. “1.0”
SET-Initiation-Type Yes. “Payment-Inquiry-Initiation”
SET-SET-URL Only if SET-Response-URL is Determined by the Merchant.
omitted.
SET-Response-URL Only if SET-SET-URL is omitted. Determined by the Merchant,
SET-Success-URL Yes. Determined by the Merchant.
SET-Failure-URL No. Determined by the Merchant.
SET-Cancel-URL No. Determined by the Merchant.
SET-Diagnostic-URL No. Determined by the Merchant.
SET-Service-URL Yes. Determined by the Merchant.
SET-Version Yes. Determined by the Merchant.
SET-LID-M Yes. See below.
SET-LID-C No. See below.
SET-XID No. See below.
SET-PaySysID No. See below.
SET-Ext-OID No. Determined by the Merchant.
SET-Ext-Mandatory No. Determined by the Merchant.
SET-Ext-Data No. Determined by the Merchant.
SET-Echo-In-Response No. Determined by the Merchant.
SET-Echo-In-Request Only if the previous initiation Determined by the Cardholder
response message had one, then
copied from that message.

Table 14: Payment-Inquiry-Initiation Message Header Fields

SET-LID-M This optional field is of typectet-string It contains the Merchant's label identifying the
transaction. It may be used by the Merchant as an order number to associate the payment
with other information. If provided, this value must be converted to binary form and copied
into theLID-M field of the payment inquiry requesh§Req).

If this field is not specified, the Cardholder software should use the valub-éf
obtained during the prior payment processing.

Continued on next page
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Payment-Inquiry-Initiation Message Header,  continued

SET-LID-C This optional field is of typectet-string It contains the Cardholder’s label identifying the
transaction. It may be used by the Cardholder as an order number to associate the payment
with other information. If provided, this value must be converted to binary form and copied
into theLID-C field of the payment inquiry requeshqReq).

If this field is not specified, the Cardholder software should use the valub-&
obtained during the prior payment processing.

SET-XID This optional field is of type octet-string. It contains a globally unique ID identifying the
transaction. If provided, this value must be converted to binary form and copied into the
XID field of the payment inquiry requeshgReq ).

If this field is not specified, the Cardholder software should use the vaKi®aibtained
during the prior payment processing.

SET-PaySysID  This optional field is of typectet-string For some brands, it contains a unique identifier
for the transaction from the time of authorization onward. If provided, this value must be
converted to binary form and copied into #eySysID field of the payment inquiry
requestihgReq).

If this field is not specified, the Cardholder software should use the vaReySfysID
obtained during the prior payment processing.
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Payment-Inquiry-Initiation Message Body

No body The Payment-Inquiry-Initiation message does not have a message body.
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Sample Payment-Inquiry-Initiation Message

Sample The following is a sample Payment-Inquiry-Initiation message:
Message

MIME-Version: 1.0 ad

SET-Initiation-Type: Payment-Inquiry ad

SET-SET-URL: http://www.merchant.com/cgi-bin/pay-query.exe ad
SET-Success-URL: http://www.merchant.com/pay-completion.html d
SET-Failure-URL: http://www.merchant.com/pay-failure.html d
SET-Cancel-URL: http://www.merchant.com/cancel-order.html d
SET-Service-URL: http://www.merchant.com/cust-service.html ad
SET-Version: 1.0 ad

SET-LID-M: A53F49 0O

These messages are typically wrapped in a transport protocol such as HTTP or SMTP. The
transport protocol generally adds its own header that is not shown in the sample. See, for
example, page 60.
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Overview

Usage

Iterations

Normal
response

Chapter 4
Initiation Response Message

A SET entity that receives an initiation message may optionally send an initiation response
message rather than a SET message. The initiation response message provides a method for
the responding application (the responder) to defer the initiation of the SET protocol, and
instead send additional information to the application that sent the initiation message (the
initiator). The initiator may then choose to send another initiation message based on the
information provided in the initiation response message. Another message may be

warranted if, for example, the response indicated that an alternate character set should be
used.

The discussions in this chapter focus on Cardholder—Merchant communications, but the

initiation response message may be sent by any SET entity in response to any SET initiation
message.

The initiation response process is illustrated in Figure 5.

Responder ' Initiator '

Initiation
<
SET Initiation-Response > _
Initiation Optional,
Initiation May be
< repeated
First SET Message
{ >
SET

Figure 5: Initiation Response Message Flow

To avoid loops, implementations should set a limit on the number of initiation messages
sent for a single payment. This limit is determined by application requirements, but
typically will be a small number such as 2 or 3.

An initiation message generally contains sufficient information for a SET entity to generate
the corresponding SET message. If the entity is able to send the SET message based on the
information, it should do so.

Continued on next page
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Overview, continued

Conditions for An implementation may not be able to generate a SET message based on the information
Initiation contained in the initiation message. Possible reasons include:
response

» There are no cards of the listed brands available in a Cardholder wallet.

» The application is unable to display the OD in the defined format or character set.
» The initiation message is missing critical information.

» The initiation message contained an unrecognized mandatory extension.

» The initiation message does not contain a required header field.

» The initiation message contains additional fields (defined outside this specification) that
indicate a response message is necessatry.

» The initiation message includ8&T-Response-URL but notSET-SET-URL,
indicating that an initiation response message is expected.

» For any other reason, the Cardholder is unable to generate a SET message.

In these cases, the application may send an initiation response message indicating the
situation if and only if 8ET-Response-URL is included in the initiation message.

If the application is unable to generate a SET message and the initiation message does not
contain aSET-Response-URL field, the application must notify the user or log an error,
and otherwise ignore the initiation message.

Optional Support for the initiation response message is optional for all SET entities. If an initiator

implementation  can accept an initiation response message, it indicates that by providing a
SET-Response-URL header in the initiation message. A responder may always choose
not to generate the initiation response message.
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Initiation Response Message Header

Header fields

SET-Initiation-
Type

An initiation response header consists of a subset of the common header fields defined at

page 13, and the additional fiel8&T-Status , SET-Error-Field ,
SET-Accept-Language , SET-Accept-Content-Type , andSET-Accept-Charset .
The following table lists the allowable fields in a initiation response message:

Field Name Required Field Value
MIME-Version Yes. “1.0”
SET-Initiation-Type Yes. See below.
SET-Version Yes. “1.0”

SET-Status Yes. See below.
SET-Error-Field Only if the initiation message | Determined by the

had an error. responder.
SET-Accept-Language No. See below.
SET-Accept-Content- Only if SET-Status contains | See below.
Type UnsupContent
SET-Accept-Charset Only if SET-Status contains | See below.

UnsupCharset
SET-Echo-In-Response | No. Determined by the initiator

SET-Echo-In-Request

Only if the previous initiation

response message had one, t

copied from that message.

Determined by the
Teesponder.

Table 15: Initiation Response Message Header Fields

The SET-Initiation-Type field of a response message contains the value from the
initiation message with a suffix eResponseFor example, if the initiation message had a
message type dfayment-Initiationthe response message would be
Payment-Initiation-Response

Continued on next page
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Initiation Response Message Header, continued

SET-Status This field is a list of numbers that indicates the status of processing the initiation request.
More than one number can be provided to indicate that multiple conditions apply. The
following values may be used:

Status Meaning

Succesg Success (see below)

UnrecMsg| Unrecognized message

BadMsg| Malformed message

UnsupContent| Unsupported Content-Type in message body

UnsupCharset Unsupported character set in message header or body

UnsupMsgExt| Unsupported mandatory message extension

UnsupVersion| No common version of SET for transporting messages

N|jofla|r~A|]W[IN|FL]|O

UnsupLanguage| Unsupported language specified@ontent-Language field

100-199| Reserved for failure codes to be defined for the specific initiati
message

on

200-299| Failure codes defined by extensions to the protocol (defined
outside this specification)

Table 16: SET-Status Field Values

Status code of The status code &uccessnay be sent only when all the following conditions are true:

Success .
* the responder processes the initiation message correctly; and

« the responder is ready to continue processing by sending either the first SET message or
another initiation response.
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Initiation Response Message Header, continued

SET-Error-Field

SET-Accept-
Language

SET-Accept-
Content-Type

SET-Accept-
Charset

Additional
fields

This field contains a list dfeld-namesseparated by spaces. The list defines the field(s) that
produced an error condition. To indicate a problem with the type or character set, the
encoding, or the length of the initiation message bodyCosgent-Type ,
Content-Transfer-Encoding , or Content-Length .

This field consists of a set of languages separated by spaces. The list defines the supported
languages, in the format specified for entent-Language field (see page 15). This

field must be included if the statusUssupLanguagand may be included for other status
values.

This field contains a list ahedia-nameseparated by spaces. The list defines the content
types supported for the initiation message body. This field must be included if the status is
UnsupContenand may be included for other status values. This field is only meaningful in
a response to a payment-initiation message.

This field contains a list aiamesseparated by spaces. The list defines the supported
characters sets. This field must be included if the statussapCharseand may be
included for other status values.

The definition of SET initiation message may include additional fields that apply to
responses for that message.
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Initiation Response Message Body

No body The initiation response message does not have a message body.
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Sample Initiation Response Message

Sample The following is a sample initiation response message (to a Payment-Initiation request):
message

MIME-Version: 1.0 ad

SET-Initiation-Type: Payment-Initiation-Response d
SET-Version: 1.0 ad

SET-Status: 3 O

SET-Error-Field: Content-Type d
SET-Accept-Content-Type: text/plain ad
SET-Accept-Charset: us-ascii ad

These messages are typically wrapped in a transport protocol such as HTTP or SMTP. The
transport protocol generally adds its own header that is not shown in the sample. See, for
example, page 60.
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Part Il
Transport Mechanisms
Overview
Introduction SET has been designed to place minimal requirements on the transport channel. SET

requires only that the communications environment be able to carry arbitrary-length
messages and provide reasonable reliability.

However, to encourage interoperability among vendors, it is desirable to have a standard
approach for data transport between SET entities when they communicate over the Internet.
It is strongly recommended that SET-enabled applications support these protocols in order
to ensure interoperability.

This Part outlines the following communication mechanisms:

e HTTP — described in Chapter 1,
e SMTP — described in Chapter 2, and
» TCP — described in Chapter 3.

These methods are provided to ensure a guaranteed baseline set of interoperable transport
mechanisms. Additional communication mechanisms may be defined in the future.

Continued on next page
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Overview, continued

Approved
content types

The following MIME content types have been approved by the IANA for use with SET:

application/set-registration-
initiation

This media type is used for exchanging the SET
registration initiation messages between a CA and
end entity:

» Registration-Initiation

» Registration-Inquiry-Initiation

» Registration-Initiation-Response

» Registration-Inquiry-Initiation-Response

The SET registration initiation messages are
described on page 21.

application/set-registration

This media type is used for exchanging SET
messages related to registration:
» CardClInitReg/CardClInitRes
e RegFormReqg/RegFormRes
¢ Me-AgClInitReg/Me-AgCinitRes
e CertReg/CertRes
CertIngReqg/CertingRes
e Error

application/set-payment-initiation

This media type is used for exchanging the SET
payment initiation messages between the Merchant

and the Cardholder:

» Payment-Initiation

» Payment-Inquiry-Initiation

» Payment-Initiation-Response

» Payment-Inquiry-Initiation-Response

The SET payment initiation messages are describ
on page 32.

application/set-payment

This media type is used for exchanging SET
messages related to payment:
* PInitReg/PInitRes
e PReg/PRes
¢ IngReg/IngRes
* AuthReg/AuthRes
* AuthRevReg/AuthRevRes
» CapReg/CapRes
» CapRevReg/CapRevRes
» CredReqg/CredRes
» CredRevReq/CredRevRes
» PCertReqg/PCertRes
» BatchAdminReq/BatchAdminRes

e Error

Table 17: SET Content Types

an

ed
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Overview

Introduction

Purpose

Scope

HTTP version

Chapter 1
HTTP-based Transport

The HyperText Transfer Protocol (HTTP) specifies an application level protocol designed
for distributed, collaborative, hypermedia information systems. It is the protocol used by the
World Wide Web. It is a request-response protocol that correlates very well to the
request-response model of SET.

This chapter specifies how an application must use the HTTP protocol for exchanging SET
related messages between any two SET entities. The SET related messages are those
described in Books 2 and 3 of the SET Specification and the initiation messages described
on pages 21 and 32 of this document.

(For a description of user interaction on the Web, see Appendix B: World Wide Web
Operation on page 104.)

The scope of the mechanism described here is limited to the exchange of SET related
messages. It does not address the normal information exchange before SET is invoked and
after SET has completed.

This document specifies the use of version 1.0 of the HTTP protocol as specified in
RFC 1945.

Continued on next page
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Overview, continued

Entities that
can use HTTP

HTTP and
MIME

HTTP message

Character sets

The mechanism described here is intended primarily for use on the link between the
Cardholder and the Merchant, and between end entities and CAs. Consequently, the
discussion and examples generally take the Cardholder—Merchant perspective. However,
this mechanism should work equally well between Merchants and Acquirers with little or
no change, and may be used on any SET transport link.

HTTP follows the general outline for MIME but is more liberal in the details. For example,
a MIME line must end with a CRLF pair. HTTP allows a line to end with CRLF, CR, or
LF. Note that the HTTP variations from MIME only apply in the HTTP message wrapper.
In particular, strict MIME is used within SET initiation messages. See RFC 1945 and
Appendix A on page 98.

An HTTP message is very similar to a MIME message. It consists of a header, a blank line,
and a body.

For use in SET, US-ASCII must be used in the HTTP message header. When the HTTP
body contains a SET initiation message, that initiation message may itself include alternate
character sets as described on page 6.

Continued on next page
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Overview, continued

Browser HTTP service is often provided by means of a proxy mechanism. In the interest of

caching performance, it is common practice for these proxy servers to cache data over many
browser sessions. For SET, this means that the details of a private transaction may be
mistakenly presented to other users of a proxy server that connect to the same Merchant.

A number of methods should be used to mitigate this risk. Merchants and Acquirers running
HTTP servers offering SET services should take appropriate precautions to minimize this
risk. Such precautions include:

 Setting page expiration to “Immediate” (very effective); and
* Using the “no-cache” pragma.

Below are samples of HTTP headers which implement the immediate expiration and
no-cache methods:

Pragma: no-cache
Expires: Thu, 01 Jan 1970 00:00:00 GMT
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HTTP Header

Header fields HTTP uses the same format as MIME for its header fields. A field consists of:
field-name . field-value O
Case_ o HTTP field-names are not case sensitive. In SET, all field-bodies are not case sensitive
sensitivity unless otherwise specified.
Comments Comments areot allowed within SET-defined fields; that is, any parentheses and the data

contained between them is considered part of the value of the field.

Required In SET, the following HTTP header fields are required:

header fields
* Content-Type

» Content-Length

HTTP requests In SET, all requests from a client to a server must use the HTTP “Full-Request” message
format and the “POST” method of sending the message.

HTTP response  In SET, all responses from a server to a client must use the HTTP “Full-Response” message
format. The response must begin with a status line, which consists of the following:
“HTTP/1.0xxX', where “xxx” is the 3 digit status code. More information may follow the 3
digit status code.

Continued on next page
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HTTP Header, continued

Content-Type This field specifies the type of contents being transported. When transporting a SET related
message, the field value f@ontent-Type must be one of the following approved types:

« application/set-registration-initiation
« application/set-registration

« application/set-payment-initiation

« application/set-payment

See page 53 for more detailed information.

Content-Length  This field specifies the length in bytes (octets) of the body of the HTTP message. Each
HTTP header must contain the following header field:

Content-Length: len O

where “len” is the length of the body.
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HTTP Samples

CCA Figure 6 is a sample registration initiation message sent from a CCA server to a Cardholder:
registration
initiation
(s
=] HTTP/1.0200 OK O
2 Content-type: application/set-registration-initiation ad
o Content-length: 541 O
= 0
(" (" MIME-Version: 1.0 O
ey SET-Initiation-Type: Registration O
g2 SET-Version: 1.0 [
] .< o i SET-LID-CA: 1234 O
o - § P § SET-SET-URL: http://www.CCA.com/cgi-bin/register.exe ad
gy @ _< = _< @ _< SET-Query-URL: http://www.CCA.com/cgi-bin/query.exe ad
= § i SET-Success-URL: http://www.CCA.com/register-completion.html ad
T S = SET-Failure-URL: http://www.CCA.com/register-failure.html O
= SET-Cancel-URL: http://www.CCA.com/cancel-request.html ad
SET-Service-URL: http://www.merchant.com/cust-service.html ad
SET-Brand: brandl <http://www.brand1.com/logo/> ad
\___ \___ \__ \_ SET-Brand: brand2 <http://www.brand2.com/logo/> a

Figure 6: Sample HTTP Transport of Registration Initiation Message
Notice the following:

* The HTTP body is the Initiation message.
* TheContent-Length is the length of the Initiation message.
» The Initiation message has a MIME header with an empty body.

Continued on next page
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HTTP Samples, continued

Merchant Figure 7 is a sample payment initiation message sent from a Merchant server to a

payment Cardholder:
initiation

HTTP Content-Type and Content-Length
HTTP/1.02000K [ Fields. These describe the HTTP body.

Content-type: application/set-payment-initiation O
Content-length: 729 O
g
(" MIME-Version: 1.0 | MIME Content-Type and
Content-Type: text/plain 0 <